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Trusted Execution Environments (TEEs) nowadays have a huge impact on providing
security and isolation to many applications deployed onto untrusted machines, such as
remote machines and servers. TEEs are based on a dual-world model, in which all data and
code that needs to be secured is stored in the secure-world, while the rest of the code runs
in a non-secure world. With the consistent increase of utilization of TEEs in various
industries, so increased the discovery of vulnerabilities, some of which the dual-world model
cannot solve. This limitation introduced the requirement of a novel approach to address
these weaknesses.

In this master thesis we analyse MultiZone security, a TEE solution based on the open-
source RISC-V ISA, that aims to mitigate those vulnerabilities through a new model. The
aim of the thesis is to comprehend the paradigm on which this TEE solution is based, the
architecture of MultiZone and the various components that make it secure. Additionally, the
potential for implementing attestation mechanisms in MultiZone is briefly investigated.
Furthermore, this thesis would like to test the limitations of the security of the
implementation and its performance under different workload sizes.
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