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Abstract— Technologies of identification by radio frequencies ent hardware devices (e.g. RFID readers, RFID transponders,
(RFID) and their standardization with the Electronic Product  servers) have to be interconnected, specific middleware has to
Code (EPC) architecture experience a fast development. After be used (e.g. Sun Java System RFID Software) and enterprise

briefly introducing the common terminology of the RFID field L
and a short presentation of its current standards, this paper software products have to be deployed (e.g. J2EE application

presents one possible application domain: the tracking of objects. SErVers).
In this context, the distributed software architecture of a J2EE Section 4 describes the technological choices and the

based assets tracking application, called RFIDLocator, is further adopted software architecture for the RFIDLocator, a fully
described. RFIDLocator allows to trace electronically labeled functional prototype respecting all the related current standards

objects within a predefined area (e.g. a building, a campus, a PR . . i~
sitcja, ). Indeed, \tjvhen tagged obje(ctsg are movec?, the mor?itoring and satisfying high requirements for scalability, robustness and

information system is automatically informed thanks to readers ~ reliability.
deployed in their environment. Finally, the conclusion summarizes the main achievements
As the number of assets can increase dramatically, this kind of of this project and provides insight into the barriers RFID still

application has high requirements for scalability and reliability 55 to overcome as well as its possible future
which are supported through the use of solid object oriented '

software systems (Enterprise Java Beans technology along with Il. RFID OVERVIEW
an implementation of the Event Manager standard). Some critical '
remarks about this emerging technology, the important questions A. Short history

it raises and the barriers it has to overcome to be fully accepted . . .
conclude this paper. y P Radio Frequency IDentification (RFID) is part of the more

general Automatic Identification systems (also known as Auto-

I. INTRODUCTION ID systems). Auto-ID systems are not new. However, these

More than any other discipline, computer science jum;%Stems are becoming more and more popular in many bu_3|—

from one technology to another. Some will die early, so (oSS areas. In short, .the tgrm Auto-ID groups the technologies
will remain longer. During the last years, the increasing use'alplng computer to identify ObJeCtS’. ammal_s_ or _peé‘)ple

In use since the seventfesAutomatic Identification proce-

of Radio Frequency as a means of identifying objects, placed developed i der t t f i
this technology close to the latter category. According to mar, res were developed In order fo creale means of providing
ifformation about objects in transit. Figureé® bffers an

experts [1], RFID (or Radio Frequency IDentification) mature : f existing Auto-ID technologi
and is in the process of becoming one of our everyday-liPé’erV'eW orexisting Auto-1b technologies. .
Barcodes. Technically speaking, the barcode comprises a

partners. . . . -

In this fast evolving context, the first goal of this papepeld of bars and empty spaces, vertically printed on a sticker
is to provide a brief overview of the field’s “state of the arro’ @ product Iapel. The sequence (bars, gaps) as well as the
Thus, the second section begins with a short history ofAuto-I\B'qth of t.he sticks are converted into an AS‘CBequence

ing optical lasers and a complex set of mirrors. Barcodes

technologies and an introduction to the common terminolo ldwid ilabl d | f identifvi
of this domain. Then it offers an overview of the standafsc & Woriawide avaiiable and popular mean of iden ifying

forming the “Internet of Things”, a vision shared by manf jects since the late seventies. There is a simple reason for

computer scientists where the objects surrounding us would 'IZ I_oEg-IFa]_st;]ng sEccetEs: be:rcodets] have tbhein madti of :atper
be part of a global infrastructure: the EPC (Electronic Produ Nk Which makes these tags cheaper that any other Auto-

Code) Network. Finally, the second section is concluded wi{ system. Many barcodes standards were published, with the
the presentation of some interesting applications. most popular among them certainly being the EAN (European

The third section describes a concrete application where é%ncle Number) code which is nothing but an extension of
use of RFID and EPC presents a great benefit: the tracking OjcIn the rest of the paper, the word object is used and is to be taken in its

assets within a predefined area (e.g. a building, a campusyi& meaning, ranging from non-living objects to animals or human beings.
site, ) 20n June 26th 1974 in Ohio, USA the first product using barcodes, a 10-

; ; - P ck of Juicy Fruit chewing gum, is scanned at the check-out counter [2].
The |mplementat|on of the described appllcatlon preserﬁg‘"On this figure, OCR stands for Optical Character Recognition.

ma_my Ch‘f""enging issues _reqUiring the knowledge of advar_‘CEdASCII is the acronym of American Standard Code for Information
object-oriented technologies and best practices. Indeed, differerchange.



over traditional bar-coding methods relying on complicated
readers.

Even if this aspect is the main difference between these
two technologies, other minor differences are also opening
the path for new Auto-ID applications. The increased (and
increasing...) storage capacity of the transponders (up to 64
KBytes) and their readability under hard conditions (extreme
temperatures, chemicals, high pressure,...) are just two other
advantages of the RFID systems.

B. EPC Network Standards

Having labeled or tagged objects being identifiable in an

Fig. 1. The Auto-ID technologies. ubiquitous, seamless and flexible manner is already a good
start. Building a network out of these objects, so that with a

unique number we can easily retrieve information about the

the widely used UPC (Universal Product Code) introduced fiptected object, would enable much more interesting use cases.

the USA in 1974. Further information on the way barcodd§ order to make the dream of seamless global network of
evolved can be found in [3]. physical objectscome true, an open standard architecture is

Smart cards. Invented in 1974 by the french inventorrequired. The Auto-ID Center has been created in 1999 to

Roland Moreno and first used in 1984, smart cards are creéﬂ-Ster this challenging task. After several years of research the
card sized pieces of plastic containing a data storage syst%%c Networlco_nc_ept was bom: In October 2003, the Auto-ID
and a microprocessdr To extract or write data into such center was split into two ent|t|e§: the Auto-ID_Labs [5] and
a card, one needs a special reader. For so called “contdff¢ EPCglobal [6]. The former is the acadefnjgart of the
smartcards, the reader initiates a galvanic connection betwd&lfl and is chartered to research and develop the EPCglobal

the reader’s metallic contact pins and the card contact Surfék;éa%st\:avgric?:%r?)?i?giggﬁinzzti%:qec,!?gregreiSo?tr?::té?r:’inﬁgtrr]zggrﬁus-
usually a gold-plated area of aboltem?). After supplyin ' )
( y agocp m) PPYINg f the EPC standards and of bringing then to the market.

energy and clock pulse, the reader is all set to start extractfﬁﬁ i
(or writing) data out of the card. On the other hand “contacfthough quite young, the EPC Network related researches

less” smartcards work without galvanic contact but need to B¥€ady lead to several independent standards ,
really close to the reader. Electronlg Prodgct que (EEC) The EPC.,'Numbermg.
Smart cards are widely used in the identification businesStem uniquely identifies objects and facilitates tracking
for instance, most companies use it to restrict access to IHEOUQ*_‘O“t the products life cycle. This makes '_t similar t(_)
buildings by automatically identifying their employees. the Universal Product Code or an EAN Code, with the main

RFID. Radio Frequency IDentification (RFID) is a metho*CePtion that EPC was primarily designed to be efficiently
of remotely storing and retrieving data using devices Calléaferenced on'networks. ) o
RFID tags or transponders. An RFID tag is a small objectl,t Is worth noting that as long as we stay in clos_ed circuits,
such as an adhesive sticker, that can be attached to or _ndar(_js are not really needed. BUt. if the g_oal IS to_ have a
corporated into a product. RFID tags are composed of g bal (i.e. _between several companies and information sys-
antenna connected to an electronic chip and are thus basic ) trac_kmg system, stand.ards.s.,uch as EPC. are mandatory.
contact-less smartcards. These chips transform the energ £ EPC s the funda}mental |dept|f|gr of assgts in the so called
radio-frequency queries from an RFtBaderor transceiver to PC Network. It basically contains |nf0r.mat|on about:
respond by sending back information they enclogénally, a « The manufacturer of the tagged object. _
computer hosting a specific RFID application pilots the reader® The product class or the nature of the tagged object.
and processes the data it sends. « The actual (unique) item. This serial number is indeed the

The fast, automatic, pervasive and ubiquitous identification Main benefit over “classical” barcodes where two bottles
of living and non-living objects is one of the challenges of  ©f orange juice, from the same brand, of the exact same

today’s computer science (see [4]). kind, have the same code.
Thus _AUtO'ID teChn0|09'eS h‘?lve to b? h]ghly fI_eleIe tO. be “Auto-ID Labs is currently headquartered at the Massachusetts Institute of
used in modern assets tracking applications with chaotic Tathnology (MIT) in Boston, USA and further based at six other leading uni-

unstructured business processes. RFID’s ability to read Obje‘(ﬁ§ities worldwide: the University of Cambridge in the United Kingdom,; the
University of Adelaide in Australia; Keio University in Tokyo, Japan; Fudan

in motionand without a direct line of sighgive it the edge University in Shanghai, China; the University of St. Gallen in Switzerland and
the Information and Communications University (ICU) in Daejeon, Republic
5The Central Processing Unit) is an 8 to 32 bits microprocessor sometingéd<orea.
coupled with a cryptographic coprocessor [4]. 8EPCglobal Inc is a joint-venture between GS1 (formerly know as EAN
8In fact this is only true for passive tags. There are also active tags, whilghiernational) and GS1 US (formerly the Uniform Code Council, Inc.).
have batteries and initiate the communication to actively send information to?Some of which still need to be finalized in order to be fully adopted by
readers. industry partners.

Biometric
Identification

Auto-ID
technologies
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8 bits 28 bits 24 bits 36 bits
header manufacturer product or object class serial number

Data partitions

Fig. 2. The hexadecimal representation of a GID-96 EPC.

Real

Each of the above information is encoded in a separate fielc world R =
which makes it quite easy to extract only part of the data.
For instance, the sorting of items by manufacturers is made
really straightforward by this latter fact. There is an additional,
rather technical, field whose purpose is to define which of the
six standard encoding scheme [7] was chosen.

EPCs are often represented as Uniform Resource Identifiers

Fig. 4. Linking real world things to homepages [13].

(URI'9) in order to be used on large networks and to be easily Savant
manipulated and exchanged by software applications. Event Management System | Task Management
Indeed, doing so enables the handling of EPCs in a tag- System
level independent manner and decouples the application logic || Adapters
from the way of obtaining the EPC. The URI contains the '_'
EPC fields required to distinguish an object from another. A
pure entity representation of the EPC on Figure 2 is:
urn:epc:id:gid:2808.64085.88828
where the first field corresponds to the GID encoding schema, @Loggers
the second to the company prefix, the third to the asset type,
and the last to the unique serial number.
To conclude, let us remark that a chip can be of type RFID
while not EPC standard compliant; thus RFID transponders
or “tags” storing in its chip a unique EPC identifier, are / - RIED
commonly called “EPC tags”.
Physical Markup Language (PML Core). As defined in To ¥
[9] the “Physical Markup Language (PML) is a collection of Ef;f:f;fm cemver
common, standardized XML vocabularies to represent and dis- IMS

tribute information related to EPC Network enabled objects.” It
defines a generic markup language for information interchange
modelling and encapsulating the data captured by the RFID Fig. 5. Components of the Savant.
readers. An example PML message is shown on Figure 3.
Object Name Service (ONS)According to [9], “the Object

Name Service provides a global lookup service to translate ggmework and is thus the primary means of data gathering for
on the object may be found”. In other words, the ONS provide the EPCglobal Network [15]. The following sentence found

URLS to authoritative information relevant to an object, ag [16] illusrates well the issue the Savant addresses: “If each
for instance the web site of the object’s manufacturer (s@@ject currently using a barcode were to make the use of [...]

Figure 4). ONS is based on the well known Domain Namepc, then the managing infrastructure would have to handle
Service (DNS) of the Internet, which is intended to map hogijllions of events every second [...]".

names to their IP addréds More information about the ONS The Savant is composed of three main components (see
facilities can be found in [11] and [12]. Figure 5):

Savant The Savarif is the specification for standaRFID
middleware i.e. software that bridges RFID hardware and °
enterprise applications [14]. It defines an EPC events handling

The Real-time In-memory Event Database (RIED), an

optimized database. This component offers much better

performances than a standard database when more than

10yRIs are often defined as the super-set of the well-known URLs. More @ few hundred transactions per second occur.

Infflrmatlon on this topic can be found at [8]. « The Task Management System (TMS), a generalized

_ In January 2904 EPCglobal awarded VeriSign a contract to manage the scheduling manager. It can be used to command the

directory for looking up EPC numbers on the Internet [10]. . . . .
execution of various tasks in the Savant. It also contains

12The Savant is a registered trademark. The term Savant is currently being ) :
deprecated and is being referred to as Filtering and Collection Specification. modules for restarting tasks after a failure.



<Sensor>
<ID>urn:epc:id:gid:1.1.3</TD>
<Observation>
<ID>1<1ID>
<Data>
<XML>
<TemperatureReading xmlns="http://sensor.example.org/">

Message l <Unit>Celsius</Unit>
) .r\-alue>25(,‘\.nlue>
Tag 8 (GID encoded) of our company was detected in I
Bern’ SW'tZerland tOday at 13h15 by the reader 3 132?;;;]”&)200(3*04*141‘13:15:00.312*»02:00(/thE‘TlmE>
The temperature there is about 25 degree celsius. s epartd: ghdi A B D

</Tag>
</0Observation>
</Sensor>

(a) A simple, non-formalized, goods tracking message. (b) The same message in standard PML format.

Fig. 3. PML represents data captured by the RFID readers in a standard way.

IMS Logger locks, ski lifts, public transportation...), logistics (e.g. laundry
automation, smart shelves, bike rental businesses,...) or animal
Database Logger tracking (e.g. millions of sheep, cows, pigs, dogs, cats are
identified and tracked).
File Logger Let us say some words about a few interesting or even
JMS Logger “killer” applications.
Anti-Counterfeiting . Counterfeiting is a huge threat to
Database Logger global businessé$ and concerns all kind of products and
companies (e.g. pharmaceutical industry, automotive industry
File Logger and their suppliers, luxury goods, media, food and beverage,
banknotes, passports,...). The EPC Network allows the tracking
and tracing of products and companies can thus assemble a
product’s history. Furthermore, by providing the EPC Network
with an authentication server, the RFID technology allows the
+ The EMS (or Event Management System aka EVepioducts to authenticate themselves to the user. Sun Microsys-
Manager or EM), in charge of managing the readergams recently released an RFID package focused on helping
output flows and preparing it for higher-level applicapharmaceutical companies track and authenticate drugs [20].
tions. The EM is a framework providing methods angys RFID technology really helps to combat counterfeiting,
tools Fo manage and capture EPC events by combiniagbduct piracy and smuggle [21].
following three types of modules (see Figure §):the  o_Goyernment Since the tragic events of 2001, there is a
adapters which are device drivergji) thefilters, which 404t qemand for higher security standards and governments
are responsible for the processing or the skipping iy ire secure identification of individuals. Thus, electronic
the received eventgjii) the loggers which are used 10 yocments is one of the hottest topics in today’s industry in
monitor, forwgrd or store the events. This flexible a_ni:he area of RFID technology. Sokymat [22], one of the leading
modular architecture is analogous to the one describgfl acturer of RFID transponders, is only one example of
by the Intercepting Filter pattern of [17]. a company which has decided to focus on RFID components
for electronic documents such as e-passports or MRTEs

C. Application domains I as driving i tional ID card
. . . - well as driving licenses, national cards.
Using standardized identifiers (EPC), exchange formatse-Health. The healthcare sector is adopting RFID with

(PML), query systems (ONS) and events processors (Savant thusiasm. Among many possible use cases [23], RFID can

we are virtually able to connect every single object of thi . S )
world to a global network. Indeed, if you paste an RFI e used to keep track of the entire medical information of a
' ' tient undergoing treatment, thus improving their safety. For

label onto the table of your living-room and create amappirgti‘ Mol bluetooth iooed mobile bhon n receive pill
between its description and the EPC stored on the attaciggP'€. & biUetooth equipped moblie phone can receive p

- removal events from a smart blister pack and send them to the

tag, your table becomes part of a global network. Startin ctor's server via a GSM network. Questions such as “Did
from this point, it can be identified and traced by computer '
systems coupled with RFID readers. This simple idea of 3 ' _
matching a computer-readable standardized number to anyCounterfeiting drugs and knowingly offering them for sale has now

. . . . . .. evolved into a serious problem for world health and can have dramatic
object surrounding us has an incredible number of applicatiofsequence on final users (see [18] and [19]).
in various domains, such as access control (e.g. domestic do6fMRTD stands for Machine Readable Traveler Documents.

Adapter
for type |
readers

Filter n
(EPCFilter)

Filter 1
(smoother)

Adapter
for type |
readers

Filter n
(EPCFilter)

Filter 1
(smoother)

Fig. 6. An example of modules combination in the EM.



the patient get the medicine on time? Is it the right medicine® buy a dozen of RFID Readers, paste RFID labels onto each
can thus be easily answered [24]. physical file and setup a software like RFIDLocator.

Waste Management(see [25]). RFID is now being used The lawyers would then only need to query the system in
by municipalities (for example in Victoria, Canada) to monitoorder to get the location within the building of Mister Doe’s
waste pickup in order to promote recycling and reduce tlase.
amount of waste sent to landfills. RFID tags are installed This use case reflects a real need for an automatized way
on household waste bins and fully-automatic trucks lift ea@f tracking documents within the buildings of a company.
high-tech plastic cart, weigh and empty the garbage, and lalte dubious reader is invited to look at a concrete example
download the information in order to accurately bill its ownesummarized in [30].
according to the amount of trash he generates.

Documents Identification and Tracking. According to B. Object Model
[26], RFID technology enables a break-through revolution
in tracking documents. It is especially beneficial in those
environments where the documents are of high value ® L
the organization, and the temporary or permanent loss o ntatpn mdependerﬂ mapner. ,
document would have significant negative impact. Examples-ocation. TheLocation object models glace(e.g. a build-
are: government offices, hospitals and other medical officdd @ room, a shelf, a desk,...) within the area controlled by the
lawyers offices. Using RFID-based software system to |OC£§IDLocator. It |§ |d(_ant|f|ed by a unique Business Location
files and track file history increases the overall efficiency afyMpPer. TheLocation is the central object of RFIDLocator as
productivity's. Obviously the same principle holds for an)}he latter aims Fdocate phyglcal ob'jects. That is, to'ansvv'er
kind of assets [28] or people. As an example [29], the Beme_questlon: given a_physwal object to look for, in which
Israel Hospital in New York is using RFID to monitor tagge(5eg|steredLocat|on did it go through. As a consequence the

medical devices for location and staff and patients can LacatorObservations  (i.e. observation; that are valid in the
located easily due to the tagged bracelets they wear. context of RFIDLocator) are always linked toLacation.
TraceableObject Such an object is a physical element that

To introduce the terminology used within the RFIDLocator
plication, its object model is described here in an imple-

. AN ASSETS TRACKING APPLICATION can be tracked by RFIDLocator. It could be about anything
o that is physically big enough to hold an RFID tag. The
A. Description TraceableObject is the integration point between the legacy

The RFIDLocator application described in the rest of thiUSiness system and the RFIDLocator application. As a conse-
paper addresses the assets tracking issue. The basis of the G4€8Ce, it contains two fields that uniquely identify the object:
behind the RFIDLocator is quite simple but, as seen abod, o€ on the business system side: theinessNumber
still satisfies a concrete need for many companies: “Given(&9: Case-Gu-2411); (ii) the other on the RFIDLocator side:
set of objects moving (intensively) in a predefined area, whelft€ epcString (€.g. umepcidgid-96:1.1.150). The use of both
can we find them at a given timé. these unique identifiers enables an object to be searched by

The reader should understand at this point that RFIDLocafgtsinessNumber even if the latter is actually identified using

is not intended for assets tracking within the supply chain (i.&S epceString for the RFIDLocator application and its attached
RFID’s favorite field) but for locating objects within a given

readers. Furthermore, TaaceableObject is always attached to
area. the User who registered it.

To make this important difference more obvious let us User. A User is basically someone allowed to access and

provide a use case example of this software in a hypotheti@€ry RFIDLocator. This version of the application does not
law firm: distinguish the users accordingly to their respective rights

Law and Co. employs more than 100 layers to respond dmln]strauon, querying, etc.). Yet the regder should nqte
t this fact could be of great relevance in a commercial

the demands of 20’000 clients. As in the law business paﬁ pt this

is still quite relevant, the company stores two physical fil@Prlication. _ _ _

(filled with contracts, important documents, etc.) for each of LocatorObservation. It is the persistent result of an RFID

its clients’ cases. Many lawyers are working on one case. AE¥eNt. Its semantics is basically thatTaceableObject was

consequence the files travel from one office to another seve?@Fervedt a given time goingN or OUT a particularocation.

times a week. Thus, the lawyers spend quite a part of their day§ien tracingTraceableObiects, the queries will be made on

looking for the documents within the 20 floors the compar§€Se objects.

occupies. BufferedObservation. Such an Observation is basically
A straightforward solution to Law and Co’s problem would® po'FentiaI LocatorObservation. It _is _used by the solvi_ng

be to hire less qualified (and thus, less paid...) employees%or'thms when elements are missing to actually persist the

do the seeking job for the lawyers. Another solution could KdPServation. Unlike docatorObservation, each of these ob-
jects is connected to leogicalAntenna. This can be explained

153M's RFID Tracking System [27] is a concrete commercial example cpy the fact that the algorithms solving the Observations are
such an application. commanded by theogicalAntennae.



PhysicalAntenna Reader User

N

LogicalAntenna TraceableObject s Welcome to the RFIDLocator...
rment

*Any sufficienly advanced teshnology i indistinguishable from magi..*

. e “Profiles of The Feture’, 1961 (Clarke's third &)
le chied

At ch en
. RFID kg to an obiect
2 b

Simulate PHL svents
2 PHL Simulator

BufferedObservation Action LocatorObservation

Location

Fig. 8. The thin-client GUI of the RFIDLocator.

Fig. 7. The object model of the RFIDLocator.

The welcome page of the application is shown on Figure 8.

Action. An Action is the fundamental element for theA” the pages of the user interface are based on the same well

algorithm that traces physical objects. This version of thséructure_d templateg)) the main menu 1S pl_a_ced_ on the_ Ieft:_
RFIDLocator supports two actionsl and OUT. An IN on a (i) a quick access to the same functionalities is provided in
Location means that the object entered theation, whereas the bottom zone(iii) the.content of the.page s displayeq in
anOUT means that the object exited thecation. TheINs and the “body” of the pagefiv) the upper right comer contains

OUTs are distinguished at tiRhysicalAntenna level. That is: a a link to logout i.e. end the session of .the current uger) gnd
PhysicalAntenna is always attached to either # or anOUT another one to the API and documentation of the application.
Qe main functionalities accessible using the menu are briefly

Action. The way the algorithms use these elements to find tg]e ived bel hil detailed d inti ”
actualAction that happened with an Observation is describe% scribed below, while a more detailed description, a guide
or the administrator of the application as well as some hints

in Subsection IV-C. for th int ted i tendina REIDLocat
LogicalAntenna. A LogicalAntenna is an aggregate of..n or the programmer interested in extending ocator are
available in [12].

PhysicalAntennae. It is used to determine whaiction (i.e. Create a new user This link permits to create a new
IN/OUT) was effectively recorded by the PhysicalAntennae. : . L
) y y Y user. All the fields are required. Once the form is filled and

The LogicalAntenna'® is thus the central component in the ) e
g P bmitted the new user can login via the home page

solving of an Observation. Furthermore, it is always associated 2 ; . . .
With a Location. Configure the Environment. This page is required to set

PhysicalAntenna A PhysicalAntenna represents the hard_the initial environment of RFIDLocator. An XML description

ware able to capture RFID events by producing an electro m{éWhiCh reader is located where has to be provided in the text

netic field. As such an antenna is not standalone, it is alwa) lg.' Theoiyntax of the XML that must be used is described
connected to ®&eader. A PhysicalAntenna must be identified f Figure ==,

by and EPC (or another type of unique identifier). Finally, % Ar‘]ttaﬁg t/ Detach E. Ta;g To mfor(;n E{he EFIELOC?JISBT'{ ¢
PhysicalAntenna is always connected to laogicalAntenna. It Should frace an object, oné needs 1o attach an ag to

Reader. An RFID Reader (aka Sensor) is a physical hard_the object both physically and virtually. This page offers to do
ware device controlling a set daf.n PhysicalAntennae which th_e latter. _ .
detect tagged objects within their fields. Flrst the user enter.s .thBusme.ssNumbe.r. As described

in Subsection 1lI-B it is a unique string that the com-
C. Working with the Application pany uses to identify the object (e.case_JP_guinard 05 or

The requirements of the RFIDLocator application are beRertable_computer.0205). _
addressed by a distributed software architecture. Indeed, fften. the user enters the unique number of the RFID tag. It
need to be able to use it from anywhere and not just on tparresponds to the unique number recorded on the tag that is
computer which processes the observations, is a reality. Physically pasted onto the object.

lts GUI (Graphical User Interface) is a web based thin- Finally the user can choose betweatiach and Detach.
client. Thus the application is accessible by typing the appli€ former binds the tag id to ttusinessNumber, creating

the system. It is worth noting that only thBusinessNumber
16Basically, the concept df.ogicalAntenna was created in order to be
able to capture the direction of the motion usihgn PhysicalAntennae. 17The interested reader can test the application on-line [31] with following
Indeed, most RFID readers do not have the native ability to capture the tagst user who has administrator rights: entest as username antst as
direction. password.
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1

Security level.
o

Application’s user identificator of the registrator:
]

opted for Sun’s implementation of the Event Manager, one of
the first Savant’'s implementation on the market. The fact that
Sun Microsystems is among the leaders and early movers of
the RFID software field is just one reason that influenced our
choice.

Enterprise Java Beans Nowadays many technologies pro-
pose to solve the problem of distributed computing. How-
ever, for enterprise applications, where robust and reliable
software is a need, two technologies are leading the field.

The first is the .NET Framework [38] of Microsoft Corp.
and the second is known as J2EE [39]. The war against the
detractors and admirers of both technologies is certainly not
over. Nevertheless in a concern of choosingppenstandard,
the J2EE and its “EJBs” (or Enterprise JavaBé3nsvere
finally chosen. The Enterprise Java Beans technology was
adopted because they are managed by an application server,
thus (i) offering a complete and integrated solution for the
persistence laye(ji) making the integration of IMS messages
easier; and(iii) reducing development effort by providing
services for dealing with critical issues such as scalability,
concurrency and security.

Application Server and Database The Application Server
is mandatory whermetach is selected. is a software on which a J2EE application can be deployed.
Once a tag is attached to an object, it becomé&saeeable Because of the EJB specification, the choice of an Application
Object and thus, can be traced by RFIDLocator. Server should not be an irreversible decision. Indeed, any Ap-

Find a Registered Object This permits the user to seekplication Server that implements the EJB specification would
a Traceable Object by providing its BusinessNumber. The theoretically be able to run the RFIDLocator without any
system will return all the observations the RFID readers maderanges (or after some minor changes in reality). However, the
from this particular object. Figure 9 presents the results ofRFIDLocator is best designed for the Sun Java System Appli-
typical seeking query. cation Server coupled with the bundled PointBase RDBMS

Simulate PML Events. This page offers to simulate theWe choose them for convenience reasons: both are freely
events reported by an RFID reader. It permits to test tlwailable for download from [42] and avoid compatibility
application without having an actual physical reader. The ussesues, as they lead to a completely Sun based configuration.
is prompted for a PML string that describes an observtion Among the other free and open-source application servers that
should be able to run RFIDLocator let us cit@) Jonas;
(ii) JBoss Application Serve(jii) Apache Geronimo Appli-
cation Server. Similarly, about every RDBMS that can be
accessed from a J2EE architecture is potentially able to host
‘the RFIDLocator database. Among the well-known databases
hat are easily coupled with J2EE let us cit®: MySQL;
{l) Oracle Databasjii) PostGreSQL.
i . Finally Figure 10 shows the respective role of the Event
Event Manager. The first software component re‘qu'req\/lanager and the Application Server in our RFID application.

for an'enterpnse gppllcatlon working with RFID and Epcéesides these software choices, adapted RFID hardware (read-
'S an mplementatlon of the Event Manager. Such SOﬁwaé?s, connectors, servers, RFID tags) must also be selected. The
are available on the market but not all of them meet Nerdware settings for the RFIDLocator project are explained
Saf\t/ants’ stangards elap(cj)rat:d bﬁ? the %PCglogaI.dStnl, Sei\_’%a[lZ], and Figure 18 depicts the physical deployment of the
software vendors provide flexible and standard complia IR g

RFID middleware(i) IBM and its WebSphere RFID PremisesHFILferent parts of this distributed application.

Server (see [32] and [33]{ii)) Oracle and its RFID and Sensor-B. Software Architecture

Based Services [34iii) the RFID application proposed by pr|p| ocator contains more than a hundred classes. Thus

SAP [35] as an extension of its well known ERPor (iv) the ¢ description of its architecture will only summarize the most
Sun Java System RFID Software (see [36] and [37]). We
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Fig. 9. Seeking a Traceable Object.

IV. THE RFIDLOCATOR SOFTWARE ARCHITECTURE
A. Technological choices

Before going into further details of RFIDLocator's dis
tributed software architecture, it is worth explaining the tec
nological choices that had to me made prior to its impleme
tation.

20The book [40] extensively explains all the concepts needed to develop
185ection 3.3 of [12] provides detailed information on the syntax of thEnterprise JavaBeans. Besides, the article [41] provides already a good
PML. summary of the subject.

19ERP is the acronym of Enterprise Resource Planning. 21IRDBMS stands for Relational Database Management System.



Event Manager Application Server User Manager. TheUserManagerSessionBean offers meth-
ods related to the management of RFIDLocatoers. As an
example, the methorkgisterUser() can be used to add a new
User to the system.

Location Manager. This Session Bean is intended to offer
methods regarding the places within the predefined area cov-

Adapters

RFIDLocator
(EIB)
RFID

Reader

O]

Objects pools

Ethernet: JMS: Transgctions . . .
RFID Loggers PML Persitence ered by the application. For instance, the methddlocation()
t . . .
evens messages Container provides a way of creating a nevocation. The newly created
Location is going to be part of the places RFIDLocator
Sun Java System RFID Software Sun Java System can monitor (provided @PhysicalAntenna is placed in this
Event Manager Application Server Location). It is primarily intended to be used by other Session
Beans (such as th&ensorManager SessionBean).
Fig. 10. The Event Manager and the Application Server. Traceable Object Manager. The TraceableObjectManager

offers methods for managing the objects that can be traced

by RFIDLocator, i.e. theTraceableObjects. It also provides

a central method calletbcationHistory() which is in charge

of returning thelLocations a TraceableObject went through.

This latter service is the core business of the RFIDLocator
. application as it permits the approximation of the current place

( Session bean )‘__V\Messag:aliriven ) an object is in.
Network - C—_ PML Simulator Publisher. In order to test the system
W :
Delegates 7 without the need of many (or even one) RFID readers,
Filters ... P RFIDLocator is provided with @MLSimulatorPublisher. This
- ——  Synchronous ession offers methods to simulate the sending of Java Mes-
e Synchronous S ff thods t late th d fJ M
Client % romehronote” sage Service (JMS) PML events. To convey such messages it
...... _’ .
Communication provides thepublishPML(String PMLCoreString) method.
== Rarebutpossible Observation Manager. The ObservationManager is in

charge of persisting Observations using the metidxtl oca-
torObservation(). Note that an Observation has to go through
various steps before being eventually persistedlasatorOb-
servation. These steps are the matter of the Solvers described
important component. below.

The core of the application is built around the relatively Reader Manager. This Session Bean basically provides
small set of objects described in Subsection IlI-B. Thege method for parsing an XML file containing the settings
objects were all implemented as Entity Beans (aka En@f the environment in which RFIDLocator has to be de-
ties) and represent actual data in a storage medium (in ®leyed. Indeed, the methquhrseConfigString() takes an XML
case of our application, the Entities represent tuples insfing as argument and builds an object graph containing
relational database). On the other hand, Session Beans (#iea following elements (i) Readers; (ii) LogicalAntennae;
Sessions) contain the specific business logic of the applicatiii) PhysicalAntennae; (iv) Solvers; (v) Locations. The syntax
RFIDLocator proposes several Session Beans offering businekthe stream to be parsed is defined by an XML schema. The
services. The place of the Session Beans in the overall Eggact formalism is discussed in Section 5.7 of [12].
framework is shown on Figure 11. Basically, Session Beans arelhe transformation of the input string into a set of objects
accessed by the client (often through a number of interfadésachieved by using Sun’s implementation of the Java Archi-
and proxies) tesolve a business task turn, the Sessions aretecture for XML (Data) Binding (JAXB). This specification
interacting with1..n Entities to achieve their goal. enables the conversion of an XML document into Java Objects

It is worth noting that most of the Session Beans compositigja very straightforward and elegant manner. In this particular
the RFIDLocator implement the Session Facade Pattern [1gpntext, the conversion is callegnmarshalling to Content
That is: where the client could access the Entities directly, tk&jects Figure 12 provides a schemed view of this process.
Facades provide him with a unique entry point to gain accessEventually, after creating the Content Objects Remder-
to many Entities at the same time. Manager persists them into the corresponding Entity Beans as

The following paragraphs provide an overview of the mosétescribed in the Object Model.

important Session and Message-Driven Beans as well as ®€nsor Listener Message Driven BeanThe Sensorlis-
summary of the services they expose. tener is the integration point between the Event Manager and

the final application (see Figure 13). The events reported by

227 more detailed view of the classes is available using the javadoc of tme Event Manager go through several steps ending 'FO a JMS
project at [31] or in [12]. Queue called th&FIDLocatorQueue. The SensorListener is a

Fig. 11. Elements of the EJB framework
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Explicit 1 e e e - o .
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/\ Objects t =|ConcreteSolver ConcretePOJOSolver
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configuration . . .

file Reader - Fig. 14. Logical antenna and observation solvers.

According to the algorithm it implements, a Solver has three
possibilities when handling an Observation:

1) Persist the Observation asLacatorObservation, which
can be interpreted as a diredlidation of the incoming
Observation.

2) Buffer the Observation asBufferedObservation in order
to wait for some more information before actually taking

- Reads the RFID events - Awaken on JMS events a decision.

- Convert them into PML . . . .
- Unmarshalls the PML
- Package the PML into a JMS 3) Discard the Observation, which can be interpreted as

Fig. 12. The marshalling/unmarshalling process of the Reader Manager.

Sensor Listener declaring it to be invalid.
Event Manager (MDB) ... to the business The number of Solvers one can imagine is not limited. To
services satisfy this criterion the Solvers are based on the modular
architecture depicted on Figure 14.
IMSPMLERC, )] Observations To start with, they all implement th@bservationSolver

interface. It defines a single method caltstle(). This method
Fig. 13. Asynchronous communication between the EM and the applicatiéfi.Called by the ogicalAntenna using its concrete Solver when
the validation of an Observation is required (see step 1.4.1
of Figure 15). Thus, to add a new Solver one just needs to
. _ . . implement it and attach it to the concernieabicalAntennae.
Message Driven Bean (MDB) listening to this latter Queue. Two Solvers were developed for this version of RFIDLoca-

That s, thesenso.”"Stener IS a component pemg nOtIerdt r. Both of them are implemented as Session Beans because
by the EJB container each time a message is posted on HGhe high performances of these components as well as
RFIDLocatorQueue.. , its convenient integration with the final application. However,

A message arrives at the MDB in the form of a PMlyeyeioning them as Sessions is not mandatory and a Solver

string. The PML i; then unmarshalled u§ing the JAXB APLould as well be a POJO (Plain Old Java Object) implementing
After this conversion, the Message Driven Bean does t e ObservationSolver interface.

first filtering by checking whether th€hysicalAntenna that

made the Observation is registered within the RFIDLocatd¢. Solving Algorithms

If this turns out to be the case, tl&ensorListener contacts  As previously exposed, when an Observation arrives at the

the corresponding ogicalAntenna and asks it tosolve the gate of the final application (that is, at ti8nsorListener-

Observation That is: to decide what to do with the incomingviessageDrivenBean) it has to be filtered according to a set of

Observation. rules and eventually to be validated and persisted as a business
Such a Message Driven Bean is a very convenient wajpservation (i.e. @&ocatorObservation).

of listening to a JMS Queue. Indeed, the EJB containerThis is the role of theSolver However, because both the

automates all the receiving/listening overhead which enablgse cases and sensors are heterogeneous, one need to be able

us to concentrate on the business logic of the asynchronaoislevelop as many Solvers as required.

component. To emphasize the differences between the various Solvers
The Solvers. The Solvers are Session Beans as well. llet us provide some examples. Consider the rea@erof

short, the Solvers implement tladgorithmsused by RFIDLo- Figure 16. It shows a device to which threegicalAntennae

cator to trace the position of th&aceableObjects. As said are attached. In turn, thogicalAntennae contain up to three

above when a message arrives at the JMS Queue of HigsicalAntennae with an Action (eitherIN or OUT) assigned

application the Sensor Listener Message Driven Bean contattgshem. From the figure we can deduce that the Observation

the correspondingd.ogicalAntenna (see steps 1.2 and 1.3 ofsolving occurs at @ogicalAntenna level (e.g.LogicalAntenna

Figure 15) and asks it to solve the incoming Observatiodscontrols the Observations faocation A).

by invoking its solveObservation() method. To do so, the To begin, let us focus on the solving of an Observation

LogicalAntenna passes the Observations to its Solver that occurred atPhysicalAntenna 0. From the fact that the
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Fig. 15. Sequence diagram of an Observation solved using a simple concrete solver.
LogicalAntenna 0 contains only onéhysicalAntenna and thus b) Which has not expired in regards to thiexReading-
can report only one type oAction it follows the simple Time attribute of theLogicalAntenna.
validation rule: If none is found goto 3, else goto 4.
« As long as the TraceableObject observed atPhysi- 3) Buffer the Observation askufferedObservation and quit

calAntenna O is registered in the RFIDLocator, validate  the a_Igorithm. .
the Observation, i.e. persist it asLacatorObservation ~ 4) Persist the Observation as LacatorObservation. The
(see Figure 15). Action attached to this latter is going to be the last

This rule is the core of the Solver fapgicalAntenna 0. It has .(?bservedActmn. . )
been implemented in this version of the RFIDLocator and fdditionally, the buffer is cleaned before and after the solving,
called: SingleTypeConcreteSolver. deleting BufferedObservations that are too old to be part

The case of theogicalAntennae 1 and2 needs more atten- ©f @ valid motion. Hence, using such a Solver baityi-
tion. Indeed, in both settings tHegicalAntennae can report C@lAntennae 1 and2 cancapture the direction of the motion
IN and OUT Actions. The use of such antennae is not obviou§Nis algorithm is implemented in the RFIDLocator by the
at first. One could, for instance, think of separating the twifferentActionsConcreteSolver. _ _ _
PhysicalAntennae of the LogicalAntenna 1 into two distinct 10 €mphasize the |d_ea of capturing _motion consider the
LogicalAntennae. As a result theSingleTypeConcreteSolver ~Concrete example of Figure 17. On this picture tRiys-
would do the solving job perfectly. However, coupling botfcalAntennae can be seen. Using a configuration file, both

PhysicalAntennae and creating a new Solver enables us @€ aggregated to form a singlegicalAntenna. Now, using
capture the direction of the motiamithout the need of a more the DifferentActionsConcreteSolver described above, these two

sophisticated reader. PhysicalAntennae can report whether an object was goibgT

To achieve this goal, the algorithm abgicalAntennae 1 ©F IN the office.

and 2 must only follow this set of rules; for each incoming V. CONCLUSION
Observation:

1) Check if theTraceableObject is registered, if not: discard ) )
the Observation and quit the algorithm. RFIDLocator is a fully functional open-souréeJ2EE ap-

2) Scan theBufferedObservations to find at least one Obser_plication allowing to locate and trace electronically tagged
vation: objects within a predefined area. RFID is the underlying

a) With theAction opposedo the current one (i.&.N — 23The source code is provided under the GNU GPL License [43] and can
OUT or OUT — IN). be freely downloaded from [44].

A. Achievements
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Fig. 18. The hardware devices of our configuration.

technology used to achieve this goal. The development of such
an application is not only of theoretical interest, as it refle?

a need that many organizations or administrations formulat . . . .

The adoption of the standards of the RFID field, as w 5]. In order to overcome this barrier, privacy _and security
as the use of established Java enterprise framework are ﬁ?ﬁegsems have to be solved at both technological and legal
requisites to build a performant, scalable, robust and relia f/e's-

e, .
application. The clean, flexible and well-documented softwaEehc privacy concerns are not addressed, RFID technology may

architecture of the RFIDLocator allows interested people Reen(:'rﬁuStidbgzrng‘rStiggei’nRoFr:jzrpgjssfg\;tesn:eg;\;reié?gﬁg?;a on
extend it to fit their particular requirements. P yp P 9

Furthermore, this paper presents a complete examplesol*Ch applications show that challenging cryptographic issues

o L . . are raised in relation with wireless transmission [49].
a modern distributed application. Figure 18 summarizes the_ . ' .
Besides, there is a need for clear laws and recommendations

various hardware devices and communication technologies : :
. : ; ; . about the tracking of goods, animals and even people [45].
involved in the processing of the information.

This would restore confidence among the folk and permit
B. Future of RFID governments to crack down when needed.

the common people thinks the use of RFID is a good thing

Until now RFID’s markets have remained niche ones, but ACKNOWLEDGMENTS
the potential of the still young EPC Network might well boost The project was realized in the department of Informatics
the number of researchers and manufacturers around the teftthe University of Fribourg in Switzerland and was possible
nology. Moreover recent developments in digital technologiéisanks to its head, Prof. Jacques Pasquier-Rocha.
and networks have brought RFID tags to a price/performandé are also thankful to Sun Microsystems for letting us
ratio allowing cross organizations deployments. The price titely test and use their Sun Java System RFID Software in
tags and readers may be the key factor of large adoption &t purely academic and non-commercial environment and
deployment of RFID for companies expecting a positive retugpecially to Marc Vidal-Alaiz for his support concerning
on investment (ROI). special issues of the system’s configuration.

But one should not underestimate the fact that the customerzslTh _ _ _ _ _

e internationally renowned security technologist Bruce Schneier (see

also have to embfa‘?e this new te_ChHOIOgy' As revealed [lh%] and [47]) proposes an interesting discussion of the U.S. State Department
recent surveys made in Europe and in the USA, only about hadfposal [48] for the new electronic passports.
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